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Commitment schemes constitute a core cryptographic primitive for building larger protocols. They
consist of two subprotocols, a commit protocol and an open protocol: In the commit protocol, one
participant commits to a value, i.e., it fixes it so that it cannot be changed later, while still keeping
the value hidden from the other participants. In the open protocol, the value is shown to the other
participants. Typically, there is only one other participant, i.e., both commit and open constitute
two-party protocols. In addition to the obvious correctness property, commitment schemes should
satisfy two security properties: They should be binding, i.e., the committer cannot change the value
after the commit protocol, and hiding, i.e., the recipient does not learn anything about the value
during the commit protocol.

A common non-digital example of commitments is the following: Alice writes something on a
piece of paper (without allowing Bob to see what is written), puts the paper inside an envelope and
puts the envelope on the table, which completes the commit protocol. Now she is bound to the
written value, but Bob cannot look inside the envelope. Later they can open the envelope and verify
the value. A special case of commitment schemes are bit commitment schemes which only allow for
committing to one bit. Indeed the early constructions only worked bit by bit; now, however, many
schemes are known for committing to longer messages more efficiently than by proceeding bit by
bit; this is sometimes called string commitment.

13.1 Definition of Commitment Schemes

Commitment schemes are of the following structure: The parameters are a message space M and
a security parameter n. There are two roles: a so-called committer and a recipient. There are two
subprotocols: The commit protocol, where the committer program obtains one input m € M, the
message to be committed to. The recipient program obtains no input, except possibly for a start
signal. Neither program makes an output except for a value acc € {ok, |} indicating whether the
commit protocol terminated correctly. (But they store some values for the later opening protocol.)
In the open protocol the same committer and recipient as in a previous commit protocol take part.
The programs do not need inputs, but the recipient program will output either (accept, m*) for a
message m* € M or reject. This means that it either accepts that the commitment contained the
message m*, or decides that the committer did not open the commitment correctly. There are three
requirements. The first one is simply that everything should work in the faultless case; the other
two are the real security requirements.

(a) Correctness: If both the committer and the recipient are honest and execute commit and
open in succession, then m* = m. More precisely, both programs output acc = ok in the
commit protocol, and the output of the recipient program in open is (accept, m), where m is
the message that was input to the committer program in the commit protocol.



(b) Binding property (or “committing property”): Even if the committer is dishonest, he cannot
open one commitment in two different ways. More formally, the notions of “can open” can be
represented as follows: One first executes the commit protocol with the cheating committer
and the correct recipient. If the recipient program outputs acc = ok, the opening protocol
is executed twice, both times starting from the state after commit. The cheating committer
gets an additional bit b = 0 the first time and b = 1 the other time to distinguish how it
should open. We say that the cheating committer was successful in a particular run if the
recipient makes outputs (accept, m) and (accept, m’) for two different messages m # m' in the
two executions of open.

(c) Hiding property (or “secrecy”): The commit protocol should not give the recipient any
information about the message m. This is further formalized in the same way as for an
encryption scheme.

The binding and hiding property can each be required with either information-theoretic or com-
putational security, i.e., for computationally unbounded adversaries, or for adversaries that are con-
straint to running in probabilistic polynomial-time in the security parameter. The binding property
is a requirement of the recipient, the hiding property a requirement of the committer. Consequently,
the recipient is assumed to be honest in (b), and the committer is assumed to be honest in (c),
whereas the other party may potentially deviate from the protocol to gain an advantage.

Some Special Cases and Notation

e Some constructions additionally have a subprotocol initialization that can be executed once
for many commitments to improve the efficiency of the actual commit protocol.

e A commitment scheme is said to be with non-interactive opening if only one message is sent
in the open protocol (from the committer to the recipient).

e A scheme is said to be with public verification if the final decision of the recipient whether he
accepts a message, and if yes which, only depends on the traffic, i.e., the messages sent and
received, and not on internal secrets. In this case, other parties who saw the traffic can also
decide whether the recipient should accept.

e A commitment scheme is called non-interactive if committing is non-interactive in the same
sense as opening. The one message sent in commit is then called the commitment.

In this case a committer can, e.g., make a commitment and broadcast it, so that he is com-
mitted with respect to many recipients.

Almost all well-known commitment schemes are with non-interactive opening and public verification.
Non-interactive committing is not so prevalent, but many people nevertheless tend to think primarily
of non-interactive schemes.

13.2 An Impossibility Result

All the following protocols are either information-theoretically binding or information-theoretically
hiding, but not both. It is not hard to see that one cannot construct commitment schemes that
satisfy both binding and hiding in an information-theoretic manner.



Theorem 13.1 No protocol can fulfill both hiding and binding in an information-theoretic manner.
O

Proof. (Sketch) The intuitive reason is that after an execution of commit, there are either two
possibilities to open the commitment, then it is not information-theoretically binding, or only one,
then it is not information-theoretically hiding. In the non-interactive case, this intuitive argument
can simply be formalized by considering the messages that the committer can send in open. In the
general case, “the commitment” is modeled by the traffic in the commitment protocol. We only need
to consider resulting values fraffic from correct executions of the commit protocol. Information-
theoretic secrecy of the message m implies in particular that it should be impossible to guess m
significantly better than with a-priori probability from traffic (because traffic is part of the recipient’s
view). In other words, this means that any message m’ could lead to the same traffic in an execution
of the commit protocol, and the probability for this is equal for all messages. Now we consider a
cheating committer exploiting this fact: He can first execute the commit protocol correctly with one
message m, then choose another message m’ and find an execution that is consistent with both m’
and the traffic from the first execution. By executing open starting with his final state from either
the m-execution or the m/-execution, he can then (by the correctness) get the recipient to accept
either m or m/’. -

13.3 Information-Theoretically Binding Schemes

We will see three well-known commitment schemes in the following, two information-theoretically
binding ones in this section and an information-theoretically hiding one in the next section.

13.3.1 Commitment Schemes from Asymmetric Encryption

Any CPA-secure asymmetric encryption scheme can be used to build a commitment scheme in
the following way. We assume that the message space of the encryption scheme comprises the
desired one of the commitment scheme. Note that for this scheme, the random bits used by the
key generation algorithm Gen and by the encryption algorithm E are important, thus we equip
these functions with an additional argument representing this random string. Note that then the
encryption scheme is secure only if the randomness was chosen uniformly and if it does not become
known to the adversary.

e In commit, the committer generates a key pair
(sk, pk) := Gen(n;ry),

where Gen is the key generation algorithm of the given encryption scheme, n the same security
parameter as in the commitment scheme, and r; a random string. He encrypts his message
m into a ciphertext

c:= E(pk,m;ry),

using a second random string 72, and sends
com := (pk,c)

to the recipient.



e In open, the committer sends
(m,r1,72)
to the recipient. The recipient regenerates the key pair (sk, pk) using r and recomputes the
ciphertext ¢ := E(pk,m;re). He verifies that his result (pk,c) equals the commitment com,
and that m belongs to the message space.

Now we show that this scheme fulfills the three requirements.!

Theorem 13.2 The commitment scheme just described is information-theoretically binding, and it
is computationally hiding if the underlying asymmetric encryption scheme is CPA-secure. |

Proof. Correctness of the above scheme is obvious, and the hiding property follows immediately
from the CPA-security of the encryption scheme.

To see that the binding property holds we assume that a cheating committer can send values
(m,r1,72) and (m/, 7], r}) such that recipient accepts in both cases for the same commitment com =
(pk,c). The recipient’s first test guarantees that key generation using r1 gives a key pair (sk, pk).
The correctness of the encryption scheme now guarantees that

D(sk,c) = D(sk,E(pk,m,r2)) = m,
but also

D(sk,c) = D(sk,E(pk,m’,r5)) = m/.
This is a contradiction. L]
Note that the encryption scheme must guarantee CPA-security, in particular if the message space of

the commitment scheme is small. However, no security against active attacks is necessary, because
each key is only used once.

13.3.2 Quadratic Residues

The scheme described in the subsequent section is a special case of the previous one. We present it
nevertheless, as it has a homomorphism property which allows many extensions and applications that
are not possible (at least not efficiently) for the aforementioned, generic scheme. The scheme relies
on the so-called Quadratic Residuosity Assumption (QRA), which is stronger than the factoring
assumption (i.e., if someone can factor, he can also break QRA). Once given the QRA, the scheme
is quite simple, but to get there, we need a bit more number theory. The basic question is what
numbers are squares modulo a potentially composite number N.

Squares and Roots Generally

Recall that we already defined square roots for groups of prime order in an earlier chapter. We now
define square roots for arbitrary, potentially composite values N as

QRN ={zx €Zy | €Ly :y*> =2z mod N}

for any natural number N. The set QR are the quadratic residues, and the complement set
QNRy :=Zy \ QR the quadratic non-residues.

'In the proof, we will also see why the recipient recomputes the encryption instead of simply decrypting: It is a
general way of checking that something is a possible correct ciphertext. However, one can save communication by
not sending m, and instead letting the recipient first decrypt ¢ and then re-encrypt the resulting m.
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Lemma 13.1 (Basic Facts Squares and Roots) A few simple rules hold for squares and roots
modulo arbitrary N :

(a) If y is a root of x modulo N, then so is —y.

(b) The set QRy constitutes a subgroup of ZY, i.e., a multiplicative group.

(¢c) If z1 € QR and z2 ¢ QRy, then x1x2 & QR .

Proof. The proof of part (a) follows directly from (—1) = 1.

For proving part (b), let 1 and z2 be elements of QR and y; and ya respective roots. Then
Y1 - 2 and yfl are roots of x1 - x9 and xfl, respectively, because (y1 - y2)% = y% y% =1x1-T9o modn
and (y;)? = (y7) ' = 2, mod N.

Part (c¢) holds for any group: If zjxe were in QRp, then xo would also have to be in QRy
because it can be expressed as (z122) - (z1) 7L ]

However, some other rules that are well-known from N or R are not always true in residue rings for
composite moduli. In particular, a number can have more than two roots modulo N, for example
for N =8 we have 1 = 12 = 3% = 52 = 72 mod 8.

Squares and Roots modulo N with Known Factors

Now we consider squares and roots modulo numbers N = pq as in the usual setting for cryptographic
systems that rely on the hardness of factoring. As usual, we use the Chinese Remainder Theorem
to exploit the facts and algorithms known for the prime factors p and gq.

Lemma 13.2 (Squares and Roots mod pq) Let N = pq with p,q prime and p # q. Then the
following holds:
(a) For all x € Z%, we have
r€ Ry & x € QR, Nz € QR,.

Note that the two conditions on the right-hand side can be tested efficiently with Euler’s cri-
terion if one knows p and q.
(b) Every x € QRy has exactly 4 square roots (except if p or q equals 2).
O

Proof. Recall that from the Chinese Remainder Theorem we know that a congruence modulo N
holds exactly if it holds modulo both p and ¢, i.e., for all z,y € Z}:

r=ymod N e zx=ymodp A z=ymodgq. (%)

(a) “=": Let * € QR be given, and let y be a root, i.e., y> = 2 mod N. Then y?> = x mod p
and y? = 2 mod ¢ follow immediately from (*), and therefore x € QR, and z € QR,,.
“<” Now let z € QR, and x € QR,. This means that = has a square root modulo each
of p and ¢, say yf, = z mod p and yg = z mod ¢q. We cannot immediately apply (*) because
the two congruences are different. However, by the Chinese Remainder Theorem itself, there
exists a (unique) value y modulo N with

y = yp mod p and y = y, mod q.

5



This implies
y2:y§:xm0dpandy2:y§::Umodq.

Now we can apply (*) and obtain
y? = 2 mod N.

b) We know from (a) that = belongs to QR, and QR,. We know that it has two roots in each
P q
group, say *y, and £y,. By the proof of part (a), each of the 4 possible combinations can be
combined to a root of z with the Chinese Remainder Algorithm.
L]

We now extend the Legendre symbol to the so-called Jacobi symbol modulo N = pq. First this

N ' p q

More generally, the Jacobi symbol is defined for arbitrary N € N in the same way: If N = p{'-...-pj*
is the prime factorization of N, then

-6

The Jacobi symbol is always 1 or —1 (except for values x € Zy \ Z};, for which the Jacobi symbol
is sometimes defined to be 0; we excluded these values by definition). However, the Jacobi symbol
does not denote exactly whether x is a quadratic residue modulo N! Therefore we also introduce
notation for all the elements with a certain Jacobi symbol:

Z(Y = {w ey | <]:ff> —1)

and ZS\?U analogously.

Lemma 13.3 (Jacobi Symbol) Let N = pq with p,q prime and p # q.
(a) We have
x
(N) =le(@e@@R,Nr€QR,) or (v ¢ QR, N & QR,).

Note that the first conjunction means x € QR . Thus all squares have the Jacobi symbol 1,
but not all numbers with Jacobi symbol 1 are squares.

(b) The Jacobi symbol is multiplicative, i.e., for all x,y € Z}:

Y _ (2 Yy
N) \N N)
In other words, it is a homomorphism from Zy to {1, —1}.

(c) Zg\—;l) is a multiplicative subgroup of Z .



Proof.

(a) The product in the definition of the Jacobi symbol is 1 if either both factors are 1 or both are
—1. Now the claim follows immediately from the definition of the Legendre symbol.

(b) This follows immediately from the definition of the Jacobi symbol and the multiplicativity of
the Legendre symbol, which eagily follows from Euler’s theorem.

(c¢) This follows immediately from Part (b): In the language of algebra, one can simply say that

2GHY (+1)

is the kernel of the homomorphism. Otherwise, it is clear that for z,y € Zy " also

Ty € Z(Jr ) , and one can easily derive that (‘”—;) = (%)_ with ( ) € Z(H)

Special Case p,q =3 mod 4

If N = pq for two primes p # ¢, and if additionally both primes are congruent to 3 modulo 4, we
obtain the following lemma.

Lemma 13.4 For N = pq with p,q prime, p # q, and p = ¢ = 3 mod 4:
(a) The number —1 is a quadratic non-residue modulo N with Jacobi symbol 1, i.e.,

—1¢ QRN A <Nl> =1

(b) The non-squares with Jacobi symbol 1 are exactly the negatives of the squares:

75\ QRy = —QRy,.

(¢c) Anyone who knows p and q can compute square roots of a value x € QRy by applying the
algorithm from Section 6.1.3 to obtain roots y, and y, modulo p and q, respectively, and then
applying the Chinese Remainder Algorithm to all 4 combinations of +y, with £y,.

O

Proof.

)2k+1

(a) Obviously —1 is not a square modulo either p or ¢, as ( L) = (- 1)z = —1modp

for p = 4k + 3, and similar for q. Thus —1 € QR and ( ) 1.

(b) By Lemmas 13.2 (a) and 13.3 (a), a value z lies in Zgyl) \ QRy exactly if x ¢ QR, and
x ¢ QR ie., if (3) = (7) = —1. This is equivalent to (3F) = (3*) = 1 by the multiplicativity
and the proof of part (a), and thus to —x € QR . This in turn is equivalent to z € —QR .

(¢) Clear by the proof of Lemma 13.2.



Squares and Roots Modulo N Without Knowledge of the Factors

The basic use of all the algorithms for testing quadratic residuosity and extracting square roots in
cryptography is that one hopes that some of these tasks are hard for someone who does not know
the factorization of V. We summarize some known facts in the following lemma:

Lemma 13.5 For numbers N = pq with p, q prime and p # q:
(a) Eztracting square roots is infeasible under the factoring assumption.
(b) Anybody can efficiently choose elements of QR randomly and uniformly.
(¢c) Anyone can efficiently compute Jacobi symbols modulo N. (This holds for all N.)

Proof.
(a) This will be proved on the exercise sheet.

(b) One can simply choose a random element of Z}; and square it. This gives a uniform distribution
because every element of QR has exactly 4 roots.

(¢) The algorithm is not very complicated and its efficiency quite similar to that of the Euclidean
algorithm. However, the proof uses the so-called quadratic reciprocity law which is a fairly
hard theorem in elementary number theory that we do not present it here.

It is not known whether deciding quadratic residuosity is as hard as factoring, thus we have to
make a separate assumption for it. The assumption must in particular take into account that it is
not hard to compute the Jacobi symbol for arbitrary N (Lemma 13.5). This means that one can
efficiently see that certain numbers x are not squares, namely those with (%) = —1, whereas the
remaining numbers z with (%) = 1 might either be squares, or non-squares modulo both p and
q. Moreover, the assumption cannot state that no polynomial-time algorithm can find out whether
x € QR with non-negligible probability, because mere random guessing will already succeed with
probability 1/2. Finally, we will immediately make the assumption for the class of numbers we
need. The assumption is therefore formulated as follows:

Definition 13.1 (QRA Challenger) The QRA challenger for security parameter n is defined as
follows:
o Firstly, it randomly chooses n-bit primes p,q with q # q and sets N := pq.
e Secondly, it chooses a value x as follows, depending on the bit b:
— Ifb=01letz—x Z{V\ QRy,
— Ifb=1let x «—r QRy.
o Finally, it outputs (N, x).
&

An adversary wins the game against the QRA challenger if it is able to deduce the bit b signifi-

cantly better than by pure guessing. In the following, ExpgRA(b) denotes the experiment where the

adversary A interacts with the QRA challenger with input bit b. Furthermore ExpSRA(b) =0 and
ExpSRA(b) = 1 denote the event that the adversary outputs 0 and 1 in the respective experiment.

The advantage is defined as usual.



‘b, n Ln
Chal. p,q €r Set of n-bit primes A
N:=pq
Ifb=0,letx €r Z\""\QRy
Ifb=1,letx €r QRy

(N,x)

\

Tbr
Figure 13.1: The QRA Game

Definition 13.2 (QRA Advantage) The advantage of an adversary A against the QRA chal-
lenger is defined as follows (as a function of the security parameter n again):

Adv@®RA[A(n) = ‘Pr [Emp,‘iRA(O) - 1} —Pr [ExpgRA(l) - 1} ‘ .
&

Assumption 1 (Hardness of the QRA Problem) The QRA problem is conjectured to be hard,
i.e., it is conjectured that AdvQRA[AI(n) is negligible in the security parameter n for all efficient
adversaries A.

More precisely, we will only use primes congruent 3 modulo 4 in the following, thus we might
need a similar assumption 3-QRA where this additional restriction is made on the choice of p and
q. However, 3-QRA follows from QRA because of Dirichlet’s prime number theorem, which states
that approximately half of all primes are congruent 3 mod 4. Thus about 1/4 of all pairs (p, q) are
of this form, and if an attacker A could guess quadratic residuosity with significant probability P
for these, the success probability of A on arbitrary numbers would be at least P/4.2

13.3.3 The Quadratic-Residuosity Commitment Scheme

The following scheme is a bit commitment scheme. Essentially, one commits to 0 by a quadratic
residue and to 1 by a quadratic non-residue. The scheme can be seen as a special case of the
construction using an encryption scheme we have seen earlier, using a certain encryption scheme
from Goldwasser and Micali, which encrypts 0 as a quadratic residue and 1 as a quadratic non-
residue. In detail, the construction looks as follows:

e In commit, the committer generates n-bit primes p and ¢ with p = 3 mod 4 and ¢ = 3 mod
4 randomly and uniformly. (This can be guaranteed within the normal prime generation
algorithm, also note that approximately half of all primes fulfill this property.) He verifies
that p # ¢ (if not, he repeats the generation of ¢), and sets NV := pq. He now chooses y «—x Z}
and computes

z:= (=1)"y? mod N,

2This was of course a sketch. One would need to state the “approximately” in Dirichlet’s theorem precisely and
proceed from there.



where m is his message bit. In other words, this part is 2 or —y? depending on m. He sends
the recipient
com = (N, x).

e In open, the committer sends (m, p,q,y) to the recipient. The committer verifies that N was
generated correctly, i.e., that p and ¢ are primes with p = 3 mod 4 and ¢ = 3 mod 4 and p # g,
and that N = pq. Then he verifies the main commitment, i.e., that

y € Z% and x = (—1)™y? mod N.

Theorem 13.3 The quadratic-residuosity commitment scheme just described is information-
theoretically binding, and it is computationally hiding under the Quadratic Residuosity Assumption.
O

Proof. The binding property holds information-theoretically because no number x can be both a
quadratic residue and a quadratic non-residue. We have to verify that the recipient’s tests guarantee
that opening x to m = 0 or 1 is in fact only possible if x € QR or x &€ QR respectively. The
former is clear. The verification of N guarantees that Lemma 13.4 applies and therefore —y% & QR .

The hiding property follows from the Quadratic Residuosity Assumption because this assumption
says that one cannot distinguish quadratic residues and quadratic non-residues. More precisely, we
have to check whether the commitments are chosen precisely as in the assumption.

For the modulus N this is clear, at least under the assumption 3-QRA, which was mentioned to
follow from QRA.

If m = 0, then z is uniformly distributed in QR by the proof of Lemma 13.5(b).

If m = 1, then « is uniformly distributed in — QR 5, which equals Zg:,rl) \ QR by Lemma 13.4(b).

Thus if m is chosen randomly, the resulting x is a uniformly random element of Z%}Ll). (In both
cases for m, each of the possible values = occurs for 4 values y.) Thus we have shown that if m is
chosen randomly, secrecy is exactly equivalent to the QRA. For our special case where the message
space has only 2 elements, this immediately implies CPA-security: The attacker cannot find two
messages my, mg such that he can distinguish their encryptions (here commitments) if the honest
participant selects one of m; and msg randomly and encrypts it. In our case, m; and ms can only
be 0 and 1. L]

If one wants to commit to several bits, it seems intuitively clear that one can commit to each bit
separately with the given construction, and that secrecy of each bit will imply secrecy of the entire
message. With the computational definition of secrecy, this statement nevertheless needs a proof,
which we omit here.

Improved multi-bit commitment scheme For a commitment to a message m that is treated
as a whole, i.e., whose bits will all be opened at the same time, the committer can choose one
modulus N that is valid for all bits and only compute a separate value x; for each bit m;. Note
that the committer cannot use the same modulus N for messages m and m’ that will be opened at
different times because revealing p and ¢ would open both commitments. We can later extend this
by using zero-knowledge proofs for the partial correctness of N. Then the choice of N and the proof
of its correctness could be a subprotocol initialization that is used for many commitments, and the
individual commitments would be opened by only showing y.
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Special Properties

The quadratic-residuosity commitment scheme is obviously non-interactive and with public verifi-
cation. Several other nice properties make the scheme especially useful in larger protocols. These
are captured in he following lemma, whose proof will be omitted.

Lemma 13.6 The following properties hold for the improved multi-bit commaitment scheme, where
several bits are committed to using the same modulus N .

e Once N is known, anyone (i.c., not only the committer) can make commitments with respect
to this N. The committer can open them all.

o The commitments are homomorphic: Given two bit commitments v1 and xo with respect to the
same modulus N, their product x1 - x2 is a commitment to m1 @ ma, where m; is the content
of x;. If one assumes that correctness of N is shown in other ways, the product commitment
can be opened without revealing additional information about the individual contents.

e Once N is known, anyone can blind commitments, i.e., transform a given commitment into a

random commitment to the same bit.
Od

13.4 Information-Theoretically Hiding Schemes

This section is dedicated to an information-theoretically hiding commitment scheme based on dis-
crete logarithms that can be used to commit to many bits efficiently. Committing is interactive.
This is natural because the binding property should hold under a computational assumption, i.e.,
something should be infeasible for a computationally restricted committer. Thus someone else
must choose the particular instance of the hard problem, e.g., a number that a cheating committer
hopefully cannot factor.

13.4.1 Commitment Schemes based on Discrete Logarithms

The following scheme can be used in any family of groups of prime order where computing discrete
logarithms is conjectured to be infeasible. For concreteness, we use subgroups G, of Z,, making the
same discrete-logarithm assumption as in Chapter 7.

The Discrete-Logarithm Commitment Scheme

We start immediately with the construction:

e As for the ElGamal encryption scheme we assume a function n,: N — N which determines
the size of the group Z, containing the subgroup G,. The message space is Zq.

e In commit, the recipient randomly chooses an n-bit prime ¢ and an ny,(n)-bit prime p with
q|(p —1). The recipient also selects an elements g of order ¢, and a second generator h of (g).
The recipient sends

kaec = (p7 q,9, h)

to the committer. The committer verifies that p and g are prime and that g and h are of order
g. The committer chooses an integer k «+—x Z, and sends

com = ¢"h* mod p.
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to the recipient.

e In open, the committer sends (m, k), and the recipient verifies that com = ¢g™h* mod p.

Theorem 13.4 The discrete-logarithm commitment scheme just described is information-
theoretically hiding, and it is computationally binding under the Discrete Logarithm assumption
for the chosen family of groups. O

Proof. For the information-theoretical hiding property, we essentially show that k& serves as a one-
time pad on m.

First note that the committer verifies that g and h generate the same group of order g, where ¢ is
prime. Hence each element of G, has exactly one representation as h* with k € {0,...,¢q—1}. Thus
h* is a uniformly random element of G4. Multiplying by h* is therefore a one-time pad operation
in the group G, and hides g perfectly, and thus also m.

Now assume for contradiction that a cheating committer could break the binding property, using
a probabilistic polynomial-time algorithm C. Thus C gets an input (p,q, g, h) and should output
values (com,m, k,m', k') with m # m’ and com = g™h* = g™ h¥ mod p. From such outputs of C,
one can easily compute Dlog,(h) mod p as follows:

gmhk = gm/hk/ modp = gm_m/ — ¥~ mod D

h(k’ —k)(m—m')"

= g = ' mOdp

The inverse in the exponent is taken in the group Z;: The precondition m # m’ implies m —m’ #
0 mod ¢, and congruences mod ¢ can be applied in the exponents. Thus (k' — k)(m — m')~! =
Dlog,(h) mod p. Hence we can use C as a subprogram to construct an almost equally efficient
algorithm C* that computes discrete logarithms with the same success probability as that of C.
This contradicts the discrete-logarithm assumption. [

Note that this commitment scheme is similarly efficient as other asymmetric cryptographic prim-
itives like RSA (in contrast to the quadratic-residue scheme): To commit to an n-bit message, one
essentially only needs two exponentiations with exponents of length n. This means two multiplica-
tions per message bit. Moreover, the commitment is only one number modulo p.

Improved scheme for many commitments The recipient can generate pkp,. once and for
all in a subprotocol initialization. Then many committers can commit to many messages for this
recipient non-interactively, always using this pkp,... Each of them verifies the correctness of pk p,.
before he uses it for the first time. One can easily see that the security proof still holds in this
scenario.

Every recipient really needs his own pkp,. (or needs to trust another recipient or a center for
its generation) because he is only convinced that the commitments are binding if he is sure that
nobody has generated g as h* so that he would know Dlog,(h).

Special Properties

The discrete-logarithm commitment scheme is obviously with non-interactive opening and public
verification.? Similar to the quadratic-residuosity commitments, it has another nice property that

3Note that public verification does not contradict the fact that recipients cannot trust commitments made for
other recipients, which was mentioned earlier.
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is useful in larger protocols.

Lemma 13.7 The discrete-logarithm commitment scheme is homomorphic if several messages are
committed to using the same value pkp..: If a committer has made two commitments com; and
coma with respect to the same value pkp.., = (p,q,9,h), he can open the product com; - coma as
a commitment to m1 + mo mod q. Opening the product commitment does not reveal additional
information about the individual contents. O

Note that the homomorphism property was formulated in a different way than in Lemma 13.6:
Now we said “he can open the commitment as” instead of talking about the content of a commitment.
This is unavoidable with information-theoretically hiding commitments: The notion “the content” is
not defined for such commitments by themselves because of the fact that they can have any content
— this is exactly the property of being information-theoretically hiding. What the “actual” content
is lies only in the knowledge of the committer, in our case which of the possible pairs (m, k) the
committer knows.*

Proof. The committer knows values k1 and ks such that com; = gmlhk1 and como = g™ h¥2 mod p.
This implies
comy - comy = (gm1hk1)(gm2hk2) —_ gm1+m2hk1+k2 mod p. (*)

Thus the committer can open the product commitment by sending (mq + ma, k1 + k2). Both sums
are taken modulo gq.

We now show that after the product commitment has been opened, any pair of messages (m/, mj)
with the correct sum is still equally likely. This is now an information-theoretic property and
therefore simpler to prove than in Lemma 13.6: We show that for each such pair, there is exactly
one pair (k],k5) that the committer could have chosen in committing such that it fits both the
secret messages (m},mb) and the view of the attacking recipient. As the “pads” k1 and ko are
chosen uniformly, this is sufficient for secrecy.

Uniqueness: If such a pair (k], k}) exists at all, then com; = g™ hF and comg = g™2h*2 mod p
must hold. This uniquely defines %1 and h*¥2 mod p and thus also k| and k) modulo ¢ because h is
a generator of Gy.

Existence: The recipient’s view consists of the two commitments and the values (mj+ma, k1+k2)
that opened the commitments. Thus we have to show that the only possible values k] and k4 fulfill
K, + kS = k1 + k2 mod ¢. We know that

comy comy = (g RM) (g2 hF2) = g™t pRItRe mod p.
We combine this with equation (*) and use that m) 4+ mb = m; + mg mod ¢: Thus we get

! /
RFtR2 — pRatks mod p.

This implies k] + k5 = k1 + k2 mod ¢, which finishes the proof. "

Remark: One can easily generalize this from sums to arbitrary linear combinations, i.e., if a1, ag are
two openly known numbers, the committer can open comj* com5? as a commitment to a;m; + agms
without revealing additional information about the individual contents.

“For the same reason, we cannot state an analog of Lemma 13.6 (c). Moreover, nobody can efficiently open
commitments that he has not made, in contrast to Lemma 13.6 (a).
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