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3. Block Ciphers

Lectures 3, 4 Saarland University

Block ciphers are symmetric ciphers operating block-wise, i.e., on bitstrings of a fixed length. Com-
mon block sizes are 64, 128, or 256 bits.

3.1 Feistel Networks

Feistel networks are a particular structure for designing symmetric encryption schemes. They were
described first by Horst Feistel in the context of the Lucifer cipher while working at IBM. Lucifer
was the predecessor of the Data Encryption Standard (DES), which is built upon the same design.
Other ciphers using Feistel networks include IDEA, RC5, Skipjack, and others.

A Feistel network parameterized by round functions f1,. .., f4 is a function {0,1}?" — {0,1}?"
which adheres to the following program: It operates in d rounds, typically between 12 and 16,
where the i-th round executes the following operations: (i) split the round input into two halves
Li_1||Ri-1, (it) apply the round function f; to the right half yielding f;(Ri_1), (i7i) compute the xor
of this value with the left half L;_1 @ f;(R;—1), and (iv) swap the left and right side, thus yielding
the round output R;_1||Li—1 @ fi(R;—1) =: L;||R;. This process is depicted in Figure 3.1.

Feistel networks are appealing because of their simple design. The round functions f; can be any
functions; in particular they need not be invertible, but still the following proposition is obtained.

Proposition 3.1 (Feistel Networks are Permutations) Every Feistel netweork F : {0,1}?" —
{0,1}2" constitutes a permutation.

Proof. First, we show how to invert a single round 7. Let E; denote the operations executed at
the i-th round. We define the candidate inverse function D; for input L;||R; as R;—1 := L; and

plaintext

I—\—1 R\—1

Li R

ciphertext

Figure 3.1: One Round in a Feistel Network



Li—1:= R;® fi(L;). The following simple calculation shows that this is indeed the inverse function:

Di(Ei(Li—1]|Ri—1)) = Di(Ri—1||Li—1 @ fi(Ri-1))
= (Li-1® fi(Ri—1)) @ fi(Ri—1)||Ri—1
= Li1 & (fi(Rim1) ® fi(Rim1))||Ri—a
= Li1||Ri1

The inverse of a d-round encryption may be straightforwardly defined by inverting the order in
which the round functions f; are applied:

D1(Da(...Dg—1((Dg(Eq(Eq—1(..-E1(m))...))...))
= Di(D2(...Dg—1((Eg—1(...E1(m))...))...))

= Di(Ei(m))

= m
u

Feistel networks have the additional nice property that the same hardware circuit can be used for
both encryption and decryption. This was particularly important in the 60ies and 70ies when the
first block ciphers were designed, and when hardware was still much more expensive. There are two
minor modification when a ciphertext should be decrypted in a Feistel network, but these do not
affect the network itself but the handling of inputs of the circuit, i.e., messages and inputs of round
functions. Namely (i) the round functions need to be applied in different order, and (i) writing
¢ = Lg||Rq as the ciphertext, one inputs Rg||Lg to the network for decryption, i.e., one exchanges
the left and the right half of the ciphertext. Then one can eagily verify that the round functions
compute the decryption operation as defined in the above proof.

3.2 The Data Encryption Standard (DES)

For a long time DES was one of the most widely applied block ciphers. It was designed by IBM
in collaboration with the NSA and published as a standard in FIPS PUB 46-3. There were rumors
about weaknesses the NSA had built into it, but until now no evidence was found for this. The
main point of criticism against DES was its limited keysize, which is nowadays the reason why pure
DES is no longer used. In fact, the first DES break, in the sense of a total break given a certain
number of plaintext/ciphertext pairs, was reported in 1997 by the DESCHALL project and took
about 3 month. In 1998 The Electronic Frontier Foundation (EFF) built a specialized hardware
device resulting in a break in roughly three days. Later they where cooperating with distributed.net
breaking a challenge in 22 hours. The world record for breaking a DES encryption is currently 10
hours, and people are getting faster. A variant called Triple-DES (3DES) which we will discussed
later in this chapter is still deployed and seems to provide good security.

3.2.1 Overall Construction of DES

DES is essentially a Feistel network of 16 rounds operating on blocks of 64 bits and using 56-bit
keys. What makes DES different from a pure Feistel design is the initial permutation IP which is
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applied before the first round starts, and whose inverse IP~! is applied after the last round. The
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Figure 3.2: The DES round function.

DES round function f; is depicted in Figure 3.2. Each round behaves as follows:

1. Expand the 32-bit message block to a 48-bit block by doubling 16 bits and permuting them
as defined by the function E shown in Figure 3.4.

2. Compute the xor of that value with the round-key K; which is derived from the key schedule
as defined below;

3. Split the 48-bit into eight 6-bit blocks. Each of them is received as input by one of the eight
S-bozes Si,...,Ss as shown in Figure 3.5. Each S-box yields a 4-bit output, thus giving
together yielding a 32-bit block.

4. The permutation P defined in Figure 3.6 is applied to the 32-bit block, obtaining the output
of fz

3.2.2 Key schedule

The choice of the key used in each round is called key-schedule. Even if a DES key is composed
of 64 bits, 8 bits are used for error detection, thus resulting in an actual key-size of 56 bits. In
the first step, the parity bits are stripped off a 64-bit key K, and the bits are permuted by a fixed
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IP:
58 50 42 34 26 18 10
62 54 46 38 30 22 14
57 49 41 33 25 17 9
61 53 45 37 29 21 13

60 52 44 36 28 20 12
64 56 48 40 32 24 16
59 51 43 35 27 19 11
63 55 47 39 31 23 15

Tl = O N
~1 W 0o i~

Figure 3.3: Initial permutation (IP) in DES (The first bit of the output is the 58-th bit of the input,
the second bit of the output is the 50 bits of the input, and so on.)
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Figure 3.4: Bit-selection function E (The first bit of output is the 32-nd bit of the input, the second
bit of output is the first of the input and so on.)

permutation PC-1, as shown in Figure 3.7. The output is divided into a 28-bit left half Cy and a
28-bit right half Dy. Now for each round we compute

Ci =Ci—1 « pi
D;=D; 1 «p;

1 ifi=1,2,9,16
2 otherwise ’
Finally, C; and D; are joined together and permuted according to PC-2, obtaining the 48-bit round
key. This permutation is reported in Figure 3.7.

where x « p; means a cyclic shift on = to the left by p; positions with p; =

3.2.3 The Security of DES

DES withstood attacks quite successfully apart from some attacks based on linear and differential
cryptanalysis which we shall discuss later. However, the major weakness of DES is its limited
keysize of 56 bits which is nowadays not enough to provide a reasonable level of security. For this
reason, several improvements on the plain DES have been proposed: we will see some of them in
the following lectures and in the homework sheets.
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Sli

4 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
o 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0

5 12 8 2 4 9 1 7 5 11 3 14 10 O 6 13

SQZ

5 1 8 14 6 11 3 4 9 7 13 12 0 5 10
3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5
O 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15

13 10 1 3 15 4 1 6 7 12 0 5 14 9

53:

09 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8

3 7 0 9 3 4 6 10 8 5 14 12 11 15 1

3 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7
1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12

Sy
7T 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15

3 8 11 5 6 15 0 3 7T 2 12 1 10 14 9

09 6 9 0 12 11 7 13 15 1 3 14 5 2 8 4
3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14

Ss:

2 12 4 1 7 10 11 6 &8 5 3 15 13 0 14 9

4 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6
4 2 1 11 10 13 7 8 15 9 12 5 6 3 O 14

1 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3

Se:

2 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11

0 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8
9 14 15 5 2 8 12 3 7 4 10 1 13 11 6
4 3 2 12 9 5 15 10 11 14 1 7 6 0 13

S7:

4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1

3 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2
6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12

Ss:

3 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7
1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2
7T 11 4 1 9 12 14 2 0 6 10 13 15 3 &5 8
2 4 7 4 10 8 13 15 12 9 O 3 5 6 11

Figure 3.5: DES S-Boxes (For a binary string zozixoz3z4x52627, the output is computed by looking
up the entry in row zox7 and column z1xex3242526. This representation has historic reasons.)



Figure 3.6: DES permutation P (first bit of the output is 16-th bit of the input.)
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PC-1: PC-2:

57 49 41 33 25 17 9 14 17 11 24 1 5
1 58 50 42 34 26 18 3 28 15 6 21 10
10 2 59 51 43 35 27 23 19 12 4 26 8
19 11 3 60 52 44 36 16 7 27 20 13 2
63 55 47 39 31 23 15 41 52 31 37 47 55
7 62 54 46 38 30 22 30 40 51 45 33 48
14 6 61 53 45 37 29 44 49 39 56 34 53
21 13 5 28 20 12 4 46 42 50 36 29 32

Figure 3.7: DES Key schedule permutations PC-1 and PC-2
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Figure 3.8: Key scheduling for DES




3.3 The Advanced Encryption Standard (AES)

The advanced encryption standard (AES) is the successor of the outdated DES standard. It was
developed by two Belgian cryptographers, Joan Daemen and Vincent Rijmen, and standardized as
US FIPS PUB 197 in November 2001. It works on blocks of 128 bits, supports key sizes of 128,
192, and 256 bits and operates in 10, 12 and 14 rounds, respectively. AES is motivated by algebraic
operations, and its implementation in hardware and software is compact and fast.

3.3.1 Construction

AES operates on an array of 4x4 bytes, which is initialized with a message m = mgl||m1]|...||mis
as follows:

Mo | My | Mg | M2 ap,0 | do,1 | @02 | 40,3

my | ms | Mo | Mas | ] 410 | G911 | 412 | 913

mg | Mg | Mio | Mg a0 | a1 | a22 | 423

mg | mz | mi1 | Mis aso | as1 | az2 | a3z3

Each round applies the following manipulations to the state (i.e., the array):

1. a substitution operation on every single byte SubBytes(),
2. a byte permutation ShiftRows (),
3. a column manipulation MixColumns ()

4. and an xor of the state with the round key AddRoundKey ().

An exception is the last round, where the MixColumns () operation is skipped. Now we discuss these
operations in detail.

SubBytes(): This operation is similar to the S-Box substitution of DES. Each byte a; ; of the state
is substituted by the output of a single S-Box. This S-Box has also a nice algebraic representation,
however, we do not want to develop all the theory and simply give it in the form of a look-up
Table 3.9. This is also used in implementations in which spending space to a fully specified table is
not a major concern since table look-up is significantly times faster than on-the-fly calculations.

ShiftRow(): The lower three rows are shifted by one, two , and three positions, respectively.

ap,0 | @o,1 | @02 | G0,3 Q0,0 | @o,1 | 402 | G0,3
a10 | @1 | @12 | @13 | | G11 | Q12 | @13 | G10
20 | G2,1 | 22 | G233 Q22 | 23 | G20 | G21
aso | @31 | a32 | 433 a33 | @30 | @31 | 43,2




o 1 2 3 4 5 6 7 8 9 a b ¢ d e f
0163 7¢c 77 7b f2 6b 6f b 30 01 67 2b fe d7 ab 76
1|ca 8 ¢9 7d fa 59 47 {0 ad d4 a2 af 9¢ a4 72 0
2|b7 fd 93 26 36 3f f7 cc 34 ab e5b f1 71 d8 31 15
3104 ¢c7 23 ¢3 18 96 05 9a 07 12 80 e2 eb 27 b2 75
4109 8 2c la 1b 6e ba a0 52 3b d6 b3 29 e3 2f &4
5153 dlI 00 ed 20 fc bl 5b 6a c¢cb be 39 4a 4c 58 cf
6|/d0 ef aa fb 43 4d 33 85 45 {9 02 7 50 3c 9f a8
7151 a3 40 & 92 9d 38 {5 bec b6 da 21 10 ff {3 d2
8lcd 0Oc 13 e 5f 97 44 17 ¢4 a7 Te 3d 64 5d 19 73
9160 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e Ob db
ale 32 3a 0a 49 06 24 5¢c c¢2 d3 ac 62 91 95 ed 79
b|e7 8 37 6d 8 d5 4e a9 6¢c 56 f4 ea 65 T7a ae 08
c|ba 78 25 2 1c a6 b4 6 e8 dd T4 1f 4b bd 8b 8a
d| 70 3e bs 66 48 03 f6 0e 61 35 57 b9 8 «cl 1d 9e
e|lel 8 98 11 69 d9 8 94 9b 1le 87 e9 ce b5 28 df
f1 8 al 8 0d bf e6 42 68 41 99 2d Of b0 54 bb 16

Figure 3.9: S-box: substitution values for the byte xy (in hexadecimal format).

MixColumns(): The MixColumns operation replaces each column ¢ as follows:
ap 02 03 01 01 ag,;
ay; | o1 o1 02 03 as,;
aj; 03 01 01 02 as.;

where the multiplication is calculated in GF(2%).

AddRoundKey(): The round key is represented as a 4 x 4 matrix with bytes as elements and xored
bit-wise with the current state.

3.3.2 Key Schedule

The round keys are derived from the main key by successively using functions RotWord () rotating a
whole word and SubWord() applying the sbox of Figure 3.9 to four bytes in parallel. It is described
in detail in FIPS PUB 197.

3.3.3 Security of AES

AES can, to a certain extend, be attacked with linear and differential cryptanalysis. However, these
attacks can only reduce the effective keysize of AES with 128 bit key only by a few bits, i.e., AES
currently yields a very comfortable degree of security.

It is worth to note that AES with 256-bit keys is even used for protecting "top secret" (highest
NSA secrecy level) documents of the NSA. It is the first time in history that a publicly known
algorithm is used for highly classified documents.
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3.4 Attacks on Block Ciphers

3.4.1 Exhaustive Key Search

The conceptually simplest attack which is possible for any block cipher is exhaustive key search,
also called brute force attack. Knowing a few plaintext/ciphertext pairs (mq,c1), (ma,c2),... (i.e.
¢i = E(K,m;)), one tries to find the key K by testing every possible key.

To estimate the effectiveness of this attack we need to know how many keys would encrypt a
fixed plaintext to a specific ciphertext. We will give an estimation for this in the sequel, where we
replace the block cipher with a random function for every key. While this might not be accurate,
it makes use of the intuition that the encryption function should essentially constitute a random.
One says that the block cipher is considered an ideal cipher. This heuristic is used quite often, as an
accurate analysis of, e.g., DES is far too complex. We will use this concept in a somehow intuitive
manner and define it precisely later in the course.

We prove the following statement: For a randomly chosen m € M = {0,1}%* and a randomly
chosen key K € {0,1}5% the probability that there exists another key encrypting the message to
the same ciphertext is very low. One also says that the unicity distance, i.e., the probability that a
key is already uniquely determined after seeing one plaintext/ciphertext pair, is very high.

Lemma 3.1 Let (E,D) be an ideal cipher, i.e., for each key K, the function E(K, ") is “as god as”
a randomly chosen function with the specific domains. Then

1
Pr 3K’ # K : E(K,m) = E(K',m); m —x M, K —r K] < 7

Proof.

Pr3K' # K : E(K,m) = E(K',m); m «—r M, K —x K]

—
IN=

Z Pr[E(K,m) =E(K''m)NK'# K; m —g M, K <« K]
K'e{0,1}56
1
2. g
K’e{0,1}56
256

—
AN

IN

564
= 278

For inequality (1) we exploited that the probability of a union is always less of equal than the sum
of the probabilities of all elements of the union. Transformation (2) holds because E is an ideal
cipher. This means that E(K,m) and E(K’,m) are both uniformly random in {0,1}%*, thus the
probability that they are equal is 2—.1;. [

Thus the unicity distance of DES is at least 1 — 278,
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Exhaustive Key Search in Practice: The DES Challenge was put forward by RSA Security
to encourage research on the security of DES. A reward of 10000$ was offered for solving the
challenge, i.e., for computing the key that was used to encrypt a specific plaintext/ciphertext pair
of the form “The unknown message is: ----". In 1997 the DESCHALL project needed about
3 month to break the DES challenge with a distributed search. In 1998 The Electronic Frontier
Foundation (EFF) built the specialized hardware device “Deep Crack” that was able to break DES
keys in roughly three days, at rather moderate costs of about 250.000$. While this is certainly too
expensive for individuals this is reasonable for large organizations or governments. Later the EFF
and distributed.net together broke the challenge in 22 hours.

3.4.2 Linear Cryptanalysis

Suppose messages m € M and keys K € I are drawn uniformly random from their respective sets.
Suppose you kKnow @1,...,%,J1,..,Js, K1, ..,k such that

P [mm)@...@m(m@C(m@...@C(m@K(m@...@;{(m:1] E%ﬂ,

where m®, @ K@) denote the i-th bits of the bitstring m, the ciphertext ¢ and the key K, respec-
tively. Such relations can be found for DES with ¢ ~ 272!, If one gets enough plaintext/ciphertext
pairs, one can obtain partial information about the key. Namely for 1/¢? plaintext /ciphertext pairs
(my,¢;) one has

PriK®) @ o KE) = MAJ (mfV @ am o e o d [1=1,...,1/¢)] > 97.7%.

where MAJ denotes the majority function, taken over all xors computed from any given plain-
text /ciphertext pair. Obtaining 242 plaintext /ciphertext pairs for DES thus allows one to get 14
bits of information of the key by these techniques. This enables an attacker to reduce the complexity
of an exhaustive key search to 2*2 DES operations, as one only has to test keys fulfilling the relation.

An even more involved method to break block ciphers is differential cryptanalysis, which we will
not cover here.

3.4.3 Side-Channel Attacks

Side channel attacks do not attack an algorithm by its input/output behavior. Instead they use con-
crete implementations of an algorithm and seek to find side-channels that leak valuable information.
Examples for side-channels that have been successfully exploited include time needed for encryption,
electric power consumption of processors, and the electromagnetic emanation of a device. Some of
these attacks were able to completely break a system in seconds, and several smartcards have been
withdrawn after it was discovered that they were highly vulnerable to such attacks.

One of the most famous side channel attacks is due to Paul Kocher, who measured electric power
consumption of microprocessors. He showed that by inspection of power consumption curves one
can identify conditional branches the code took, and if these conditions depend on the secret key,
that several popular algorithms can easily be broken.

3.5 Strengthening DES

Several ways were proposed for strengthening DES and, in particular, for solving its major problem,
the short key-size. In the following, we shall present some of them.
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3.5.1 Double-DES (2DES)

A first attempt on strengthening DES consisted in applying the encryption operation two times
with different keys (K7, K2), thus computing E(K;, E(K2,m)). While the original intention was
doubling the effective key-size, Double-DES does not improve much on the security of DES because
of a “meet-in-the-middle” attack, which can be summarized as follows. Assume that we are given a
plaintext /ciphertext pair (m,c), i.e., ¢ = E(K1, E(K2,m)) for some K; and Ko:

1. Decrypt the given ciphertext ¢ with every possible key Kéi), where 1 < i < 2°0. This yields a
table with entries (Kél), D(Kél), ), (KéQ), D(Kf), c)),.... This step requires 2% executions
of DES.

2. Sort this table with respect to the second entry. This takes steps in the order of 2% log(256).

3. Encrypt the message m with any possible key K; and look up the resulting encryption in the
second column of the table, until a matching ciphertext E(K7, m) is found. Let i be the row
containing such a ciphertext. This step takes at most 2% executions of DES.

4. Let Kéi) denote the key in the first column of the table at row i. Then the correct key is
(Kb Kg))'

Since the sorting step does not produce a noticeable overhead over execution DES 2% times, we
ignore its cost in the overall complexity. Then one sees that the total number of DES executions is
2256 = 257 50 the effective key-length of Double-DES is at most 57 bits. Since there is almost no
improvement over DES, Double-DES is in fact never used.

3.5.2 Triple-DES (3DES)

A very common variant of DES is Triple-DES (3DES); in fact, this construction can be applied
to any block cipher to increase its effective key-size. One calculates 3DES as follows: given three
independent DES keys K7, K5, K3, one computes

E3PES (K1, Ks, K3),m) := E(K1, D(Ka, E(K3,m))).
Decryption is given by
D3PES((Ky, Ky, K3),m) := D(K3, E(K2, D(K1,m))).
The keysize is 3 - 56 = 168 bits. However, a meet-in-the-middle attack is possible:
e As for Double-DES, compute a table with entries (Kél), D(Kél), ), (K§2), D(K§2),c)), e
e Sort this table with respect to the second entry.

e For every possible pair of keys (K7, K3), encrypt the message m into E(K;, D(K2,m)) and
look up this value in the table. This step needs 2'? DES executions.

As a consequence, the effective key-length of 3DES is at most 112 bits.
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E(K.) E(K,.) see D(K,.) D(K,.) LX)

Figure 3.10: Encryption and Decryption in ECB Mode

3.5.3 DESX

Another variant of DES is DESX, which is not that widely used although it provides an even larger
effective key size than 3DES and is even roughly three times faster.

A key is a triple (K1, K2, K3) where K1, K3 € {0,1}%% and K, € {0,1}5¢. Thus K> is a DES key
and K7 and K3 are random binary strings of the same length as the message blocks. Encryption
and decryption are defined as

EPESX (K1, Ko, K3),m) := K3 ® E(Ka, K; ®m), and
DDESX((K17 KZa K3)7 C) = Kl 2 D(K27 K3 S C)'

The following theorem was given by Kilian and Rogaway in 1998; it proves that DESX has an
effective key size of at least 119 bit. The proof is omitted and can be found in the original paper.

Theorem 3.1 (Kilian, Rogaway 1998) Let (E,D) be an ideal cipher with keysize | and blocksize
b. Let (K1, K, K3) € {0,1}2* and let

EX((Kl, Ko, Kg), m) = K3 E(Kg, K& m)

a cipher having keysize k = 2b+1. Then the effective key size of EX is at least k—b—1=b+1—1
bit. In particular, the effective key size of DESX s at least 64 + 56 — 1 = 119 bits. O

3.6 Modes of Operation

Given a block-cipher (E,D), there are several ways it can be used to actually encrypt long messages.
FIPS PUB 81 defines four modes of operation (ECB, CBC, OFB, CFB), which can be applied to
any block cipher. We will review them along with the counter mode (CTR) in the sequel.

3.6.1 Electronic Codebook mode (ECB)

The ECB mode corresponds to the “naive” use of a block cipher (E,D). The message m is split into
a sequence myq, ..., my of blocks of the length that is handled by E, and each block m; is encrypted
with the same key K. Thus we obtain ¢; := E(K,m;) and ¢y,. .., ¢ is the resulting encryption (cf.
Figure 3.10).

The main weakness of ECB is that identical blocks m; are encrypted to the same ciphertext c;.
This is especially a strong weakness if messages come from a source with low entropy, e.g., securely
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Figure 3.12: Encryption and Decryption in CFB Mode

encrypting (uncompressed) images is not possible using ECB. On the positive side, if one block ¢;
gets corrupted due to unreliable channels, then only one block is affected while all other blocks can
still be decrypted.

3.6.2 Cipher Block Chaining Mode (CBC)

Again, the message m is split into a sequence myq,...,m;. Encryption is then performed by the
following operations:

cp = E(K, (m1 @IV))
¢ = E(K, (mi@ci_l)), fori>1

The CBC mode is depicted in Figure 3.11. We do not give the formal definition in symbols again as
they are straightforwardly derivable from the figure, similar for the following modes of operation.
Each ¢; is xored with the next block of the plaintext: A one-bit error in the ciphertext gives not only
a one-block error in the corresponding message block but also a one-bit error in the next decrypted
plaintext block. In contrast of the ECB mode, an initial value I'V is passed to the encryption
function for the first block. The initial value is used to ensure that two encryptions of the same
plaintext yield different ciphertexts.

3.6.3 Cipher Feedback Mode (CFB)

This mode turns a block cipher into a stream cipher. A one-bit error in the ciphertext causes a
one-bit error in the corresponding plaintext block and a block-error in the next decrypted plaintext
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Figure 3.13: Encryption and Decryption in OFB Mode
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Figure 3.14: Encryption and Decryption in CTR Mode

block, i.e., the opposite of what happens in the CBC mode. The CFB is depicted in Figure 3.12.

3.6.4 Output Feedback Mode (OFB)

Similar to CFB, OFB mode enables a block cipher to be used as a stream cipher. It has the property
that a one-bit error in the ciphertext gives only a one-bit error in the decrypted ciphertext.

3.6.5 Counter Mode (CTR)

Like CFB and OFB, counter mode turns a block cipher into a stream cipher. It generates each block
of the stream cipher by encrypting successive values of a “counter”. The counter can be any simple
function which produces a sequence that is guaranteed not to repeat for a long time. However using
an actual counter is the simplest and most popular choice. CTR is reported in Figure 3.14.
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