Cryptography (SS2006) Prof. Michael Backes
Solutions for Exercise Sheet 3

Out: 17/05/2006 Saarland University

Problem 1: Negligible Functions

Let c € Rar and let f and ¢ two negligible functions, i.e.
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(a) Claim: h(n) := c- f(n) is negligible
Proof. It ¢ = 0 then ¢- f(n) = 0, and it is immediately clear that 0 is negligible as n% >0 for all a,n € N.
If ¢ > 0 we know that Vb : Iny, @ f(n) < % by the definition of negligibility. So in particular for b = a+1

we know that Ing1 Vn > ngq1 : f(n) < —Lr. Now we choose n, := max{nq41,[c]}, and we show
that this can be used in the definition of negligibility, i.e.,
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where (1) holds as by construction n > n, > ¢ and (2) follows from the fact that n, > n,y; and the
construction of ng41. =

(b) Claim: h(n) := f(n) + g(n) is negligible.

Proof. By assumption we know that f and g are negligible. Using (a) we know that for all ¢ € R{:
¢ f(n) is negligible. Consequently, we have
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Since for all a € N we have
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fag € O(E) =he O(ﬁ)v
it follows .
h e n O(E)a
a€N
hence h is negligible by equation (*). n

(c) Claim: h(n) := f(n) - g(n) is negligible. (There was a typo that caused some confusion.)

Proof. By assumption we know that f and g are negligible. As f is negligible we know in particular
that it approaches 0 for n — oo, and consequently we find a ¢ such that ¢ > f(n) for all n € N, and
consequently f(n)-g(n) <c-g(n). As the later is negligible by (a), h is also negligible. n



(d) Claim: h(n) := 0.999™ is negligible.
Proof. Tt suffices to show
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h e ﬂ O(E) or, equivalently: Ve e N: h € O(;)
ceN

For a fixed ¢ € N, we examin the limes
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lim —— = lim 71000\ = O,
e nTe "= (a9

as it is well-known that a” for a > 1 grows exponentially and thus faster than any polynom, in particular,
faster than n¢ for any c¢. Thus h is negligible.
[

(e) Claim: h(n) := 0 is negligible.

Proof. This is obvious, as for all a,n € N: 0 < n—la n

(f)  Claim: h(n) := 109" is not negligible.
1 n—oo

Proof. This is obvious, as for all @ € N : = "—" 0, so there exists n, such that for all n > n,:
10-10% > L .
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Problem 2: Semantic Security and the One-time Pad
(a) The encryption scheme (E,D) over (K, M, C) has perfect secrecy means by definition:

Vmg,m; € MVeceC : Prle=d;K «x K, «— E(K',mg)]
= Prlc=d;K «x K,d «— E(K',m1)]
This immediately implies that for ¢ « E(K,m;), both experiments b = 0 and b = 1 look exactly the

same to any adversary, so consequently Pr[EzptT=°"(0) = 1] = Pr[Ezp T —°"(1) = 1]. From this it
follows directly that

Adv“T"[A, OTP] = | Pr[Ezp®T~°"™ (0) = 1] — Pr[EzpT°™(1) = 1]| = 0.

(b) This follows directly from Problem 3, as the One-time Pad is deterministic.

Problem 3: Determinism and Semantic Security

We construct an adversary A that has an advantage of 1 as follows: A selects two arbitrary messages
mo, my1 with |mg| = |m;| and sends the first to the challenger, receiving ¢y «— E(K,mg) as response.
Then he sends mq and m; and receives ¢ — E(K,m;) in response. If ¢ = ¢y then he outputs 0,
otherwise 1.

As E is deterministic, a message encrypts always to the same ciphertext (for the same key). Conse-
quently

Pr{BEzp™(0) = =
Pr{Em (1) = 1] =

Thus
Adv PAAE) = |Pr[Ezp®A(0) = 1] — PriExp ™ (1) =1]| =0 - 1] = 1.
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Figure 1: Decryption of CBC*

Problem 4: Variants of Modes of Operation

(a) Decryption is given in Figure 1.

(b) We construct an adversary A as follows: It constructs two message mg := 0 | 1¥ and m; := 1* | 0¥,
where k is the blocksize of the cipher, and sends both messages to the challenger (mg, m1). He receives
one encryption ¢ = (M), ) — EBC (K, my). If ¢V = ¢(® he outputs 1, otherwise 0. Note that we
assume that E is deterministic, this is true for blockciphers.

Let us calculate Pr[EzpcT—°"(1) = 1]: If b = 1 then the challenger encrypted m; = 1% | 0%, so
D = E(K, IV @®1%) and ¢® = E(K,IV & 1* @ 0%) = ¢(!). In this case A outputs 1 by construction,
thus we have Pr[Ezp®T—o"(1) = 1] = 1.

Next we calculate Pr[Ezp©T—°"(0) = 1]: If b = 0 then the challenger encrypted mq := 0% | 1%, where
V) = E(K,IV&0*) and ¢ = E(K, IV &0*@1%) = ¢V, Note that the terms IV @0 and IV @0F @ 1%
are different, thus, as E(K,-) is a permutation, also ¢ and ¢® are different. Consequently A outputs
0 by construction, thus we have Pr[Ezp©T " (0) = 1] = 0.

Finally we see that

Adv<T"[A, CBC*] = |Pr[EzpCT o™ (0) = 1] — Pr[Ezp T o™ (1) =1]| = [0 — 1] = 1.

Problem 5: PRF Candidates

(a) Fyis a PRF, thus we have to show that for any A:
AdvPRFIA, Fy] = |Pr[EapPRF(0) = 1] — Pr[Exp™RF(1) = 1]|

is negligible.

Proof. Given an adversary A against the PRF F}, we construct an adversary B, who attacks the PRF
F. Our aim is to show, that
AdvPRE (A, F1) < AdvPRF (B, F]

holds, i.e., the advantage of the adversary A attacking F} is smaller than the advantage of the adversary B
attacking F. Then we conclude, since Adv"RFB, F] is negligible, that Adv"RF[A, F] has to be negligible,
too, and thus we have finished the proof.
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Construction of the adversary B

The adversary B gets a message m; from the adversary A and returns f; & ¢ to the adversary A, where
he gets f; by sending m; to the challenger.

e If b = 0 then the challenger returns f; = F(K,m;), thus A’s input is exactly the same as if he
played against a PRF challenger for F3.

e If b = 1 then the challenger evaluates a random function, thus the values f; are random values.
Again, A’s view is correctly simulated, as xoring a constant to a uniformly distributed value yields
a uniformly distribute value again.

Thus we can compute the advantage of the adversary B attacking F as follows.

Ad™RFIA R = | Pr[ExptRE(0) = 1] — Pr[EmpiRF(1) = 1]|
= |Pr[Ezpg " (0) = 1] — Pr[Ezpg" (1) =1]|
Adv"RF[B, F]

As we said before, this finishes the proof.

(b) The adversary A chooses an arbitrary message m € {0,1}* and sends it to the challenger, getting
back a value f € {0,1}%%. Write f = f’ || ¢ with f/,¢’ € {0,1}* and test if ¢ = ¢/. If yes it outputs
b* = 0, otherwise it outputs b* = 1.

One easily sees that Pr[Ezp”"(0) = 0] = 1 and Pr[Ezp" (1) = 0] = 57, thus the advantage is
1
2716.
Hence the advantage of this adversary A is not negligible and F3 is no PRF.

Ad™RFIA Ry =1 —

(c) The adversary A sends two randomly chosen messages my # ma «<x {0, 1}* to the challenger and
gets back f1, fo. If the last k bits of the f1, fo are identical then it outputs 0, otherwise 1.

Obviously, Pr[Ezp"®F(0) = 0] = 1. If b = 1, i.e., the function is chosen randomly, then f, fo are
random, thus the probability that the last K bits are equal is 2. Thus Pr[Ezp"* (1) = 0] = 27%, and
therefore

AdvPRFIA Fy) = |Pr[EzpPRF(1) = 0] — Pr[Ezp”*F(0) = 0]|
1— 2%

(d) The adversary chooses an arbitrary message mg € {0,1}* and sends first mg, then m; = Mg to
the challenger, receiving fo, f1. Write these as f; = ¢; || ¢;. If ¢g = ¢} and ¢}, = ¢; then it outputs 0,
otherwise 1.
It follows that
Pr[Bzp™RF(0) = 0] = 1 and Pr[Ezp"RF(1) = 0] = 272~

Thus AvaRF[A,F4] =1 — 272k is not negliglible, thus F} is no PRF.



(e) The adversary A sends a randomly chosen message m € {0,1}* to the challenger receiving f =
c|| ¢ €{0,1}%F. If ¢ = F(0*,m) it outputs 0, otherwise it outputs 1. Note that the function F is known
to the adversary, thus if he knows the key he can evaluate it in his own.

It follows that
Pr[Bzp™RF(0) = 0] = 1 and Pr[Ezp"RF(1) = 0] = 27*.

Thus AvaRF[A,F5] =1 — 27" is not negliglible, thus F5 is no PRF.



