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Safety vs. Reliability

Specification

@ Safe means sufficiently low probability
of serious harm caused by the system:
@ e.g. ISO 8402: ,State in which risk of harm (to persons) or damage
is limited to an acceptable level.”
@ Reliable means sufficiently high probability of delivering
intended service.

Q@ Reliability is the probability of the system delivering the service it
was designed for throughout the horizon, given
@ a defined temporal horizon
@ the operational conditions

Note: Safety and reliability are not synonyms!
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StateCharts

/‘ Specification

‘\
\\\ [ SENS0R_DISCORHECTED ]
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\\mocassm

» Classical automata not concise enough for complex
systems

< Introduction of hierarchy
& StateCharts [Harel, 1987]

» StateChart = the only unused combination of
Llow" or ,state” with ,diagram” or ,chart”
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VHDL

Specification

@ Entities and (behavioral/structural) architectures

@ Multiple-valued logic
@ General CSA approach
@ Application to IEEE 1164

@ Modeling hardware parallelism by processes
@ Wait statements and sensivity lists

@ VHDL semantics: the simulation cycle
@ § cycles, deterministic simulation
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Embedded System Hardware

Hardware

Embedded system hardware is frequently
used in a loop (,hardware in a loop*):

display

A/D converter information

processing A
D/A converter

sample-and-hold

v

Sensors actuators
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Hardware

Ray
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Design for Safety

Hardware
entails many facets, e.g.:
@ Ensure safety of services:
@ Build a stringent safety case for each service, including

@ Functional requirements (state dynamics, request-answer-relation, ...)

@ Non-functional requirements (power consumption, thermal impact,
electromagnetic interference, resilience under radiation, ...)

@ Ensure correctness of the design:

@ if all components operate according to their design specifications then
they satisfy the requirements

Q@ i.e., they deliver the desired service in accordance to safety
requirements, unless unanticipated faults occur

@ Enhance reliability:
@ Reduce risk of unanticipated faults
@ maintain safe operation under unanticipated faults
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Counterfeiting unanticipated faults

Hardware

1. Fault avoidance

e Tries to prevent faults from entering system during design stage
(measures: high-level modeling, formal methods, ...)

2. Fault removal

e Find and remove faults before system enters service (testing,
debugging, ...)

3. Fault detection
e Finds faults in the operational system. Is a prerequisite for

4. Fault tolerance
« Allows the system to maintain correct service in presence of faults.
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Scheduling
Software
real-time scheduling
-e—"_"—f‘_‘_‘__—‘_"‘—‘—a-
hard deadlines soft deadlines
periodic aperiodic

preemptive non-preemptive preemptive non—-preemptive

static dynamic static dynamic static dynamic static dynamic
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Earliest Deadline First (EDF)

Software

@ EDF is a dynamic scheduling algorithm which
executes the current task with earliest deadline.

@ EDF is applicable to both periodic and a-periodic tasks.

@ Preemptive: currently executing task is preempted by
newly arrived task with earlier deadline.
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Bratley’s algorithm

Software
@ Example:
13513503,
a, 0 6 2 3\ 2
cl2[1]e]2] @ G
d; 6 /
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Code Generation
for Embedded Systems Software

Compiler Structure

Frontend Backend
Input Intermediate Assembly or machine
program representation code
Syntactic and Code generation
semantic analysis Code optimization
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Simulation

Component 1 Component 1

Component 2 Component 2

Discrete

Compenent n Component m made switch

Environment Controller
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face

System model
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Reliability Analysis
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WCET Analysis
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Measurement — Industry ‘s “best practice”

Best Case

xecution Time Measurement

Works if either

Unsafe:
Execution Time

Worst Case
Execution Time

Upper bound

Execution Time

put can be determined, or  determine upper
trement is per from e

ir
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Model Checking

declarative operational
specification model
negation
automaton automaton

\/

product automaton

empty?
y n
OK error
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Actual design flows and tools

In the following, we will present some examples ...

Design steps can be used in different combinations.

1. SpecC [Gajski, Domer, Gerstlauer]
Focus on intellectual property (IP) components

Bernd Finkbeiner Embedded Systems - Lecture 24
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SpecC

Bernd Finkbeiner

Validation flow

Compilation

Validation
Analysis

Simulation
model

Estimation
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Compilation
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Estimation

SpecC
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Validation flow

Compilation
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Synthesis flow !
| Capture |
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Estimation

Simulation
model

Simulation
model

Simulation
model
Simulation
model

An actual example

- Getting started with the SCE window -

[SIEIE
Help

Design | Description

Models

< conpe || st | Az | e | sie |

[Ready
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Browsing the specification

Window  iew

Connectivity
Zoom in
Zoom gut
Add level
Remove lavel

Cirl++
Clrl+-

Cirl+A
Ctri+R

dation  Windows

[EIET]

pre_process
A seq

A encoder_homi
A fiter_ani_sca

7 dibe_mae
7 new_frame
7 serial
o serialbits_ready
7 speech_samples
P tecltx_ctrl
Gpm
@ reset_flag_1
@reset_flag_2
& speech_frame
@GN

in boal

in event

out unsigned hitfz4
out event

in it12:0] [160]
out unsigned bitfs
shortint [37]

boal

boal

short int [160]
shortint [160]

Copyright © 2002 by Center of Embedded
Computing Systems (CECS), UC Irvine
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Help
Frane=147 sncoding delay
Frane=140 encoding delay =]
| [frame=143 encoding delay = 0.00 ms
|| |frane=150 encoding delay = 0,00 ms
| |francetsi encoding delay = 0,00 ms [Tee o
franc=152 encoding delay = 0,00 ms in bool [}
frane=153 encoding delay = 0,00 ms in event Do
frane=154 encoding delay = 0,00 ms N ; T C
frans=155 encoding delay = 0,00 ms aut unsigned bitjzz Q=
Frane=155 encoding delay = 0,00 s out event Qo
Frane=157 encoding delay = 0,00 s —_
Frane=158 encoding delay = 0.00 ns in bi12.0] [160] e O
Frane=159 encoding delay = 0.00 ws out unsigned bit[5: L
frane=150 encoding delay shart int [57] —
frane=151 encoding delay o
- hoal oy
frane=152 encoding delay = o =
frane=163 encoding delay = 0.00 ms bool o} %))
done,. 163 frames encoded SIAIE 0
shart int [160] ) 1}
Files speechfiles/modtx_good,bit and nodtx,bit are identical = e U o
\%Slmulamnn exited with status 0 Nt}
Press return to continue .., >
(]
i o
N o
Models o &
= o g
X N 17
% xderm -title =& /hinfsh -c /YocoderSpec speechfiles/spch_um<inp nodts bit nodb && diff -s speechfiles/nodb<_good.bi @ o
t nodtx bit; echo "Simulation exited with status $7" ;echo "Fress return ta continue " ;read confirm =
< =
235
—
5 Q.
a £
o O
= (ONE]
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Analyze profil

ing results

cf aligation Wincow: Help =]~ x|
wspec - Operation Graph ”:”E\'Y [ .l
2]
Window  Wiew  Arrange
— ‘Codebonk_cn - Operation Chart [=1E3 Cg
Dl = 2 [ Name Type M st
||| Ret. operations Window  Customize B lpaale 552
Computation ¢ ana out short int
= |codehook_cn - Operation Chart == in shart int [11]
|_gain in short int
Window  Customize ~ ol
[codehonk_cn - Operation Chart M= Bl
Window  Customize
Int ALU
[operations] o]
) 0]
[ 1ot avitn
nt Comp 410
Goesun (L1, /
=] [t Logic =
dels \méuns
A compiie | o T
Tompuing stansacs T Al
Computing statistics f
Computing statistics f
Annotaling statistics t
Enc: Behavior profiling codebook cn
[Ready Al
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PE selection

nvironment - [Update - YocoderSpec - YocoderSpec sir'] |[=/[3lx]
x|
Component [Max clock MHz) [wiPs [Cost [Program (k8] [Data [kg] [ nstruction [uits] [ D:
AMD_KE 4000 2000 1000 B4.0 6.0 32 32
AMD_KT 700.0 3500 1200 B4.0 64.0 32 32
ARM1020 3250 1500 230 B4.0 64.0 3z 3z
Custom Hardware|  |ARM720 100.0 500 230 640 640 3z 3z
Controller ARMI20 250.0 1250 230 B4.0 64.0 32 32
\DT_32300 100.0 500 50 B840 6.0 32 32
intel_P1 200.0 1000 45 B840 64.0 32 32
intel_P2 550.0 2000 230 B4.0 64.0 3z 3z
intel_P3 300.0 4500 300 840 640 3z 3z
MIPS32 100.0 500 100 B4.0 64.0 32 32
MIPSE4 350.0 2000 200 B4.0 6.0 B4 64
Motorola_66000  20.0 200 35 B840 64,0 32 32
Motorola_B6010 120.0 1000 230 B4.0 64.0 3z 3z
Motorola_Coldfire  120.0 1000 230 B4.0 1260 a2 3z
Ultrasparcl 4300 2500 1000 B4.0 640 54 64
] = 1. | =
Help oK Cancel

Ready

4
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The top level behavior is mapped to the DSP

wocodersce - S0C Environment - [Coder - YocoderSpec - YocoderSpec sir] |[=l[=>
[] File Edit View Project Synthesis Validafion Windows Help »|~] x|
Dz ed a(oa x HIEEIE
] Il
I |TW39 |pE IJ ! Mame
Design
E & Coder
HE_PFGCESS Pre_Frocess ¢ dbe_mode
seq? Fre_Frocess_ SeqT Lo news_frame
encoper_homingiame_lest Ehcoger_Homingitame_Test Lo cerial
Fiter and_scale Fiiter And_Scaie L
oder T2 Coder 1262 ﬁsgﬂamh‘“—,'
seq7 Coger 1242_Seq [ speech_sy
1 p_analsis 1P Anaiysis P bet_ctrl
apert Ioop Sperr_Loop — @pm
SRS Subirames — @reset flag.
M o it Subirames_init - @reset_flag.
M o poay i Sutmames_ Body ||| L & speech_fr
B-Dciosed foap Ciasea_ toop L @syn
MW or pogys Subitames_Boays L o teclb ctrl -
e codebook_cn Codabook_CM @ a4 - 121
T upaate Lipdate / ’?W |
S— ] |} = I T
tModels : 4| Hierarchy | Behaviers [ Channels RSy

X | Compile || Sifulate | Analyze || Refine | Shell |

COMpUING STalsics for operanon

Computing stafistics for trafiic

Computing stafistics for storage

Annotating statistics to SIR file
End: Behavior profiling

[Ready
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Estimate the performance
(too slow)

wocoder.sce - S0C Environment - [Coder - VacoderSpec - VocoderSpec.sir] ===
[ FEile Edit View Project Synthesis Validation Windows Help =] x|
e W@ s [oe]x EEEEEE
[ vame [3[!: [rvame [Type [ Jcode [cpmpmmmomagata [ Heay[S
Design =+ 4 Main & Coder 1 WEE B
i - dt<_mode in bool
o § ore [-c new_frame in event
_: - serial out unsigned hit[243:0]
:' - serialbits_ready out event
o i €04 - speech_samples in bit12:0] [160]
[P tectt_ctrl out unsigned bit[5:0]
-1 = @prm shart int [57] 1148
=2 — o reset_flag_1 hool zE
iy — o reset_flag_2 baal zB
- @speech_frame  short int [160] 3208
LI - @syn short int [160] 320 B
- @trclts_ctrl_val  unsigned bit[5:0] 0B
78>EDdErJZk2 Coder_12kZ 183 24280.4 us 16268 B -
B —%pust_prucess Post_Process 183 0.0us  3EZB v|
SR e (| = [~ T =
Models 'E)]A Hierarchy D)JA Raw | DSP
X | compile | Simulate | Analyze | Refine || Sheil |
T profilng A
Generating internal data structure far profiling
Deriving raw statistics from SIR file
Computing weighted statistics
Annotating weightad statistics to SIR file
End: retargetahle profiling -
3l

[Ready
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Selecting additional custom HW including

datapath and controller

wocodersce - 50C Envil t- [Main - VocoderSpes - VocoderSpec sif]

[=[=]x]

E Selection

B3]

Categories,

Controller

Companent [ece. clock bz [MiPs [cost [ Program (k8] [Data (k8] [Instruction bits) [D:
(i HW_Harvard 1200 2400 10 13 32
Pracessar
Mem

0] = 0] T

Help

=

oK Cancel

[TReEady
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Binding ,codebook” to the custom datapath

H compile | Simulate | Analyze | Refine | Shell |

vocoder.sce - 50C Environment - [Codehook - YocoderSpec - YocoderSpec.sir'] \[=I[=l]
[ Eile Edit ¥iew Project Synthesis Validation Windows Help =3 x|
0z H@ 8/ oo xXom X FFFE| B3 0]
Il
—'?? |Type |PE |-\ JlName 3
Desigh D3 comer Coder DSP 8 Codebook
T B § e_process Fre_Frocess ¢frana
o § coger 1242 Coder 7242 Lo code
L seqr Coder 142 Seqi I oo
B i analysis LP Analsis L d
eH D apen_ioop per_Loop ?gam_cn{ i
BHE P subrames Subfizes [~ gain_pi
M or it Subrzmes_init Rl
M o boay? Suiames_ Body T P resz
£)civsed_isop Crased_Laoy e T0
M o todye StubiEtes_ Bady? —cfran
£ codeposi_cn Cogebook_CH =l Fer
Lo Py =
: I gcodeb
Coaebook_seq? @ ;:h -
BF ¥ code 104G Code_THAT_ 35bits e
Codebook_Seq? [~ @resZb 7|
T — ] [ | =
Models ImE: A | Hierarchy [ Behaviors | Channels Raw | DsP

[Ready
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Execution time of the DSP

Bernd Finkbeiner

vocoder sce - 30C Environment - [Behavior_DSP - Yocoderérch - Yocoderfrch sir] |=E=1ES
[] File Edit View Project Synthesis Validation Windows Help =] =] x|
Oz H@[ 5/ o0 XbEB X[FFE[Be O
Mame H= |Type |N |Cuue/fﬁ;mq\
Design &4 Main EBenavior_DSP 1 @W 8
W coger o BR_CC_ch_ana_HW_to_DSP  _IR_shart_int__10_ )
Ly U ¢ AR_CC_code_HW_to_DSP _IR_short_int__40_ T c
& BR_CC_exc_i_DSP_to_Hw _I5_shom_int__40_ (0] S
o BR_CC_gain_code_HW_to_DSP _IR_shorl_int Ke) £
s AR_CC_gain_pit_DSP_to_HW  _IS_short_int E
v | Fe? mR_ce_m_DsF_to_Hw _I5_shor_int__40_ w O
Fronitor || FR AR_CC_resz_DSP_to_HW _I5_shor_int__40_ — D
A stimulus P AR_CC_TO_DSP_to_Hw _I3_short_int o —_
¢ AR_CC_xn_DSP_to_HW _I5_short_int_40_ B (7]
¢ AR_CC_y1_DSP_to_Hw _I5_shor_int_40_ E O
QQAH,CC,yZ,DSF,tu,HW _IS_short_int_40_ () L
o AR_CC_yZ_HW_to_DSP _IR_short_int_40_ 0o
¢ tibs_mode in boal - ~
Cffnewjrame in event il © g
S| P = I = N o
Models ’E)]A Hierarchy D}L; Raw | DSP [ Hw o =
= og
X Canipile || Simulate | Analyze || Refine || Shel | N )
COmpLing stanstcs 1ar frafic sl © o
Computing Instance to Instance trafiic =
Camputing statistics for storage L .=
Annotating statistics to SIR file 9’ 5
End: Profiling and retargetable profiling = 0O
>
a £
o O
[Ready Aj [ONG)
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Execution time for hardware

wocaoder.sce - SoC Environment - [Codebook_CMN_HW - Yocoderfirch - Yocoderfrch sir']

IE=1(E

[} Eile Edit ¥iew Project Synthesis

YValidation  Windows

wn =xa]  ASSUMING

B IE IS

S X e |N |Cude Wam\‘,pata
Design T Main book_CH_HW 7 5437034 us 10677 0 54+2 66
= [JVocaderspe W cozer R_CC_ch_ana HW_to_DSP  _IS_shor_int_10_ " )
1 R_CC_code_HW_to_DSP _IS_short_int__40_ H
R_CC_exc_i_D3SP_to_HW _IR_short_int__40_ SeC IS
R_CC_gain_code_HW_to_DSF _IS_short_int
m R_CC_gain_pit DSP_to_HW  _IR_short_int aCCeptabIe
B} R_CC_h1_DSP_to_HW _IR_shori_int__40_
AF monitor R_CC_resz_DSP_to_HW _IR_shon_int__40_
A stimulus R_CC_T0_DSP_to_HWw _IR_short_int
R_CC_»n_DSP_to_HW _IR_short_ini__40_
R_CC_y1_DSP_to_HW _IR_shon_int__40_ »
R_CC_y2_DSP_to_Hw _IR_shori_ini__40_ 5 €
R_CC_yZ HW_to DSP _I5_short_int__40_ f Q
_ana shart int [10] 40 Q t;
de short int [40] 180) GC_) %)
~—] | = |l T = Co
models [ Higrarchy [ Raw | DSP | HW Eg ©
[N
X | canpile || Simulate | Analyze || Refine || Shell | S Es
TOMpUlng STaiencs 1af rame i Q=
Computing Instance to Instance trafic © O (@]
Computing stafistics for storage - 8 o)
Annotating statistics to SIR file =y -
L 538 <
End: Profiling and retargetable profiling =T 0
228 Q
858
Ready 4 ~
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2. IMEC tool flow

@ IMEC = Interuniversitair Micro-Electronica Centrum,
Leuven, Belgium
(Large research facility)

Bernd Finkbeiner Embedded Systems - Lecture 24
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Imec tool flow
- Global view -

UML/Java/Concurrent C++-abstraction

v

| DMM/Matisse project I

| TCM/Matador project |

| Data Transfer and Storage Exploration (DTSE) |

| ADOPT project |

| OCAPI-XL project |

Bernd Finkbeiner Embedded Systems - Lecture 24
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Imec tool flow
- Matador/TCM -

UML/Java/Concurrent C++-abstraction

v

|DMM!Matisse project |

| TCM/Matador project - |-

| Data Transfer and Storage Exploration (DTSE) |

| ADOPT project |

| OCAPI-XL project |
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Matador/
Task Concurrency Management (TCM)
Wong et al. [Wong et al., 2001]: configurations for a personal MPEG-4

player: combination of StrongArm processors and custom accelerators.
Found 4 configurations satisfying timing constraint of 30 ms.

Processor combination 1 2 3 4
Number of high speed processors 6 5 4 3
Number of low speed processors 0 3 5 7
Total number of processors 6 8 9 10

For combinations 1 and 4, only one allocation of tasks to processors meets
the timing constraints. For combinations 2 and 3, different time budgets lead
to different task to processor mappings and different energy consumptions.

Bernd Finkbeiner Embedded Systems - Lecture 24 38
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Pareto points

Multiobjective optimization:

— several conflicting criteria
@ eg. performance vs. cost vs. power consumption

Definition: A (design) point J; is dominated by point

J,, if J, is equal or better than J; in each criterion (J; <J,).

Definition: A (design) point is Pareto-optimal or a
Pareto point, if it is not dominated by any other point.

Bernd Finkbeiner Embedded Systems - Lecture 24
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Pareto curves

P —
6 X ------- 1I

480_ 5 4X'_""_'_'-'I 2 1

470 -
S —— configuration 2
E, 450+ - - - - configuration 3
> 440 - — global Pareto curve
2 430+ _+inferior design point
W 4204 6 ,

" better to use these points

410 -

400

390 | | | | | |

24 25 26 27 28 29 30 Time Imsl
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3. Ptolemy Il (UC Berkeley)

Ptolemy Il supports specifications using

1.
2.

©No oA

different models of computation.

Communicating sequential processes (CSP).

Continuous time (CT):

Supported by extensible differential equation solvers.
Discrete event model (DE):

model used by many (e.g. VHDL) simulators.

Distributed discrete events (DDE).

Finite state machines (FSM).

Process networks (PN), using Kahn process networks
Synchronous dataflow (SDF)

Synchronous/reactive (SR) MoC. Discrete time, signals do
not need to have a value at every clock tick. Esterel used.

Bernd Finkbeiner Embedded Systems - Lecture 24 41
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License

UBRRAL is 0 i 5 tar
madelng, vabdation and arfication of resl-time
sypstems madeled as ratwerks of temed automats,
extended with daka trpes (beunded inkegers, arays,
ot.)

Tha LIBPAAL tnol i Free for nan-profit

The taal it develaped in collabor

Mailing Lists

USas has an open docusses forum grews ot
Tahooiiraups intended for users of the tool, To
38in or past to the farum, pt

s and the web help saction | "
4.0 cam convart st old medels dractly from the U1
2an be run in 3.4 compatibat
UBPAKL_OLE:_STRTAX, se slso item 2 of the 10

UPPSALA AALBORG UNIVERSITY
UMIVERSITET

uppasl{sistdatitidatiuuldotise
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Course Topics

StateCharts

Petri Nets i

Kahn Process Networks, SDF i Midterm Exam
A Systamg i

SDL

VHDL

Fault Tolerance

. Reliability Analysis

10. Input Components

11. Communication

12. Processing Units

13. Scheduling

14. :
15. Code Generation for Embedded Processors i Backup Exam

© 0 N o O

! Final Exam
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Exam Policy

@ Final: July 26, 2007, 2:00pm
in lecture hall 1 of the Math building.
Length: 180 minutes.

@ Backup Exam: September 28, 2007

@ Requirement for admission to final exam:
more than 50% points in homeworks
(— see list on web page, usual password)

@ Requirement for admission to backup exam:
more than 50% points in homeworks
passing grade in either midterm or final (but not both)

Bernd Finkbeiner Embedded Systems - Lecture 24
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Embedded Systems Development

@ Daniel Kéastner, Florian Martin, Marc Schlickling.

Advanced course (6CP): Fr 12-14, Geb. E1.3, HS001. Ubung, 2std.

@ Goal: Working with industry tools for embedded systems development and
understanding their theoretical background.

@ Contents: Timed automata, model-based code generation, task scheduling and
schedulability analysis, program analysis and worst-case execution time
analysis, compilation for embedded processors.

@ Tools used:

@ SCADE: CASE tool for safety-critical embedded systems (avionics)
@ SymTA/S: Task scheduling & schedulability analysis (automotive)
Q@ aiT WCET Analyzer: Worst-case execution time analysis (avionics & automotive)

@ Practical project with LEGO Mindstorms.

® -
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